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Risk should be
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Traditional Respo

= Are not working
— Anti viruses
Do not work for new viruses
— Firewalls




Security e

= [TWO0 Fronts

— Logical
« Software, operating system and data base
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«Logical Front Identifiable Risk
— Virus

—Worm

— Troj
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= Physical Front Identifiable Risk
— Laptop Desk

— Social Engineering
* People are the weakest link
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=Analysis
— Determine it is real
— Technical people are key
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=Response
— Keep patch up to date
— Use anti virus
— Use personal firewall
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Security s

=Response

— Disable scripting feature in email
programming

— Disable Java, Java Script and ActiveX if
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=Response

— Implement a security by role policy for
software

— Implement a security policy in your
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=~ ldentifiable Risk
— Loss of data
— Loss of resources
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=Response
— Backups
— Contingency plan for loss of resources
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= ldentifiable Risk
— Office product embed your identity
— Intel Pentium Class lll has a unique id

— Ethernet Card have a unique and permanent
address
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=Response

— On the personal level subscribe to a
report watch with a Equifax,
Experience/TRW, and Trans union.
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=Response

— For real private matters

* Invite your coworker
— To a golf game
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